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A methodology is provided here to assist in the design of secure interactive applications. In particular,
this methodology helps design an adequate security information feedback based on User Interface Pat-
terns, the resulting feedback is then evaluated against a set of design/evaluation criteria called
Human-Computer Interaction for Security (HCI-S). In case of a security issue the security information
feedback is generally presented using the visual and auditory channels required to achieve an effective
notifications, and it is explicitly specified in the design of user interfaces for secure web system.
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1. Introduction

The term “user feedback” is often referred to as any form of
communication from a system towards the user. Similarly, infor-
mation security feedback is any information related to the system'’s
security conveyed to the end user. This information must to be
shown in an adequate manner to the final user. A good alternative
to generating a well-designed information security feedback con-
sists of applying design patterns, because it is well known that a
pattern represents a proven solution for a recurrent problem with-
in a certain environment. From a computer science perspective,
Human-Computer Interaction (HCI) deals with the interaction be-
tween one or more users and one or more computers using the
User Interface (UI) of a program [17]. The concepts of traditional
HCI can be used to design the interface or improve an existing
one, considering aspects such as usability. Usability determines
the ease of use of a specific technology, the level of effectiveness
of the technology according to the user’s needs, and the satisfac-
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tion of the user with the results obtained by using a specific tech-
nology to perform specific tasks.

Security HCI (HCI-S) has been introduced [19] to reflect the
need to explicitly support security in the Ul development life cycle.
The concept of HCI-S modifies and adapts the concepts of the tra-
ditional HCI to focus in aspects of security and to find out how to
improve security through the elements of the interface. We use
the HCI-S definition proposed by Johnston et al. [19] which textu-
ally reads “The part of a Ul which is responsible for establishing the
common ground between a user and the security features of a sys-
tem. HCI-S is human computer interaction applied in the area of
computer security”. According to [19], HCI-S deals with how the
security features of the Ul can be as friendly and intuitive as possi-
ble, because the easier a system is to use, the less likely is that the
user will make a mistake or try to bypass the security feature,
resulting in a more reliable system.

Our contribution consists of a set of design patterns to design
usable information security feedback combining the concept of
User Interface Patterns and HCI-S criteria. We create a basic model
to exemplify the presentation of information security feedback to
the end user when a threat is detected. Our model is divided into
three stages (Fig. 1): first, an additional notification form is trig-
gered to notify the end user about some security threat, possibly
enhanced with auditive notifications or any other kind of feedback.

0965-9978/$ - see front matter Crown Copyright © 2009 Published by Elsevier Ltd. All rights reserved.
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the first notification form.

I Stage 2. Visual feedback designed by

patterns and HCI-S
(Presentation of dialogue boxes, messages, suggested actions, etc)

I Stage 3. Visual feedback designed by patterns
and HCI-S
(Presentation of the information requested during stage 2)

Fig. 1. The three steps of the method for feedback when a threat is detected.

Then, the visual feedback is effectively designed based on the de-
sign patterns that are explicitly based on HCI-S criteria. Finally,
the feedback is constructed.

Combining visual and auditive channels in an alert benefits
from the following advantages [16]:

e A sound may be more interruptive than other types of alerts, this
combined with some specific colors and images may represent a
very good way to notify users about some threat or error
detected, and permits an efficient sensorial correlation.

e Auditive feedback, in theory, should permit to assign a specific
sound to a specific threat.

e A particular sound may be identified by the users in a set of
auditive alarms.

So far, the importance of integrating security and usability in
the Ul development life cycle has been widely recognized
[3,15,19] both from the user studies point of view [8,18,28] and
the usability challenges posed by this integration [27]. Despite this
recognition, there is little or no attempt to integrate those two fac-
tors into a single design method. Some guidelines, recommenda-
tions, and best practices exist [3,10,13,28], but their effective
integration remains the designer’s responsibility.

In order to address this shortcoming, this paper introduces a
method for designing visual and auditive user feedback based on
design patterns. The remaining of this paper is organized as fol-
lows. Section 2 explains the HCI-S design/evaluation criteria. Sec-
tion 3 describes the general problem within the framework of
our research work. Section 4 defines the steps of the method for
designing information security feedback that is then applied in a
laboratory study in Section 5. Section 6 compares this work with
respect to other relevant and related works. Finally, Section 7 sum-
marizes our concluding remarks and provides some potential ave-
nues for future work.

Table 1
HCI-S and the primary factors that convey trust in an e-commerce environment.

2. HCI-S design criteria

To achieve a successful application of the HCI-S’s concepts, it is
necessary to consider the design criteria proposed by Johnston
et al. [19]. These criteria facilitate developing usable interfaces that
are used in a security environment, based on Nielsen’s heuristics
traditionally used for heuristic evaluation [26]:

o Visibility of system status: The Ul must inform the user about
the internal state of the system (e.g., using messages to indicate
that a security feature is active, etc.). The warning or error mes-
sages must be detailed but specific including a suggested correc-
tive action for some security problem, and links to obtain
additional information or external assistance.

e Aesthetic and minimalist design: Only relevant security
information should be displayed. The user must not be satu-
rated with information and options, and the Ul must avoid
the use of technical terms as much as possible. The security
Ul must be simple and easy to use, maintaining a minimalist
design.

o Satisfaction: The security activities must be easy to realize and
understand. Without the use of technical terms in the informa-
tion showed to the user, in some cases, it is convenient to use
humor situations or figures to present important security con-
cepts to the user in an entertaining manner.

o Convey features: The Ul needs to convey the available security
features to the user clearly and appropriately; a good way to do
it is by using figures or pictures.

e Learnability: The Ul needs to be as non-threatening and easy
to learn as possible; it may be accomplished using real-world
metaphors, or pictures of keys and padlocks. The meaning of
these metaphors may be incorporated to the security interface
indicating users how to easily use the specific security
features.

o Trust: It is essential for the user to trust the system. This is par-
ticularly important in a security environment. The successful
application of the previous criteria should typically result in a
trusted environment. The concept of trust can be adapted for
the HCI-S criteria of trust [19] to “the belief, or willingness to
believe, of a user in the security of a computer system”. The
degree of trust that users have in a system will determine how
they use it. For example, a user that does not trust a web site will
not supply their credit card details.

Similarly, D’'Hertefelt [ 14] identified six primary factors (i.e., ful-
fillment, technology, seals of approval, presentation, navigation
and brand) that convey trust [1] in an e-commerce environment.
Four of these factors are related directly to HCI-S as illustrated in
Table 1. Applying these concepts in a security environment using
the HCI-S criteria, it is possible to achieve the user trust in the spe-
cific system'’s security.

HCI-S Criferia Primary e-commerce Relation

Factors

Convey features, visibility Fulfillment, seat of

System approval

Aesthetic and minimalist Presentation, navigation
design

Leamability Navigation

Satisfaction Fulfillment,

presentation

The users must be appropriately informed about which security features are available, and when are being used.
A web-site with a minimalist design is easier to use and navigate.
A web-site that is easy to navigate is also easy to learn by the users

Appropriate notification of available security features using a minimalist web site design. This leads to a more
satisfying experience for the users.
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3. Problem outline

We believe that the security information of a specific web-ser-
vice must be shown in an easy to understand manner. According to
Dhamija [13], and Johnson and Zurko [18], a usable security infor-
mation feedback could reduce possible errors caused by final users
when important notifications are ignored, nevertheless the most of
the designers or/and programmers do not consider the available
design criteria because their application is frequently complex
and the criteria are not specified enough [13,18,28]. Another prob-
lem may be the insufficient consideration of the end users by the
current design specifications. Many design specifications are not
comprehensible enough for the Designers and Programmers be-
cause the application of patterns is not considered. We think the
combination of design patterns and HCI-S criteria could mitigate
these problems and makes easier the design of adequate security
information feedback.

Braz et al. [3] demonstrated the importance of finding equilib-
rium between security and usability. Nevertheless most of the
security researches not consider usability topics during its devel-
opment, for this reason it is necessary to provide a support for
security, by means of design criteria and guides based on usability
and ergonomic principles. In accordance with Atoyan et al. [1],
such design rules must be considered during the design of trust
systems to increase its proper use and interpretation.

It is necessary an adequate feedback to reduce the possibility
that the final users misunderstand security notifications or other
information related with the internal state of the system [2,9,18].
Our classification is oriented towards the design of a usable secu-
rity information feedback, easy to understand and interpret by
users with different experience and backgrounds (experts, ad-
vanced, and beginners). In the same way our proposal may to
incorporate the points of view of the final users to establish
improvements. The proposal may complement previous efforts
by including the new HCI-S criteria.

4. Methodology for designing information security feedback

Fig. 2 graphically depicts a general view of the application of our
methodology. The graphical model is divided in three basic stages
to represent an alternative collaboration between three type users
(end users, programmers, and designers) to improve a security
information feedback of a secure web-service. Other advantage of

the application of our proposal consist that the implementation
of the improvements could be easier and quick, for Designers
and Programmers, because the feedback was originally generated
by means of design patterns and considering the HCI-S criteria.

Additionally, we propose the incorporation of UsiXML (http://
www.usixml.org) and XML web technologies, which allow, in a
standardized and easy manner, the conversion of the knowledge
given by the pattern’s specification. The proposed methodology
based on User Interface (UI) patterns could be more formally ex-
pressed in PLML (Pattern Language Markup Language - http://
www.hcipatterns.org/PLMLI), in this way it is possible to transfer
the design solutions, and criteria offered by patterns to the corre-
sponding Ul fragments to the Ul which are built in UsiXML. In
accordance to the literature [4,5,21], a model for engineering-re-
verse engineering process, combined with these web-technologies
could makes easier the application of design concepts and
enhancement of the UL

We consider that our proposal could facilitate, to Designers and
Programmers, the planning and construction of a usable security
information feedback, which could makes easier for end users
the comprehension and use of the security features available in a
specific secure web-service. In other way, the application of our
proposal could permit a better use of the knowledge through the
different users, this because the patterns may to include experi-
ence as a way to find viable solutions to problems. The application
of our proposal could to provide the following benefits, among oth-
ers, to the end users:

e The well designed security information feedback could to facili-
tate the learning and comprehension of important security con-
cepts conveyed through the interface to end users, even those
inexperienced in security.

e The security information feedback designed in a minimalist and
aesthetic manner could make easier the learning and memoriza-
tion of its appearance. The possibility of success of threats like
phishing and pharming could be reduced if an end user knows
the appearance of the genuine security features of a specific
web-service.

e The security feedback generated could to increase the end
users’ trust during transactions of personal information, or dur-
ing the buying and payment of products. This because the end
users will be notified appropriately if some security problem is
detected.

Analysis
and Design

Easy application of the
Specification to Incorporate
Usability in Secure Interactive
On-line Systems

Programnersmesmners

Implemerntation

Well designed security information
feedbackimplemented in 2 user interface

Generation of the specific
interface's elements by
means of UsiXML and XML

User isinvohed directly in the process by
means of specific interface's elements,
suggested by the Spedification proposed,
related with the gathering of usability

information

Mairtenarce

Reverse engireering

Easy enhancement of the sscurity

| e e e e o = = = feedback based on the irfor mation

giwen by users, by means of the
methodology's specification

Designers

Process

) conwribution.

G Theoretical Contribution.

D Results.

Fig. 2. Methodology for designing security information feedback explicitly incorporated in the development life cycle.
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4.1. User Interface Patterns library

It is well known that secure web services must to keep in-
formed to end user about the internal state of the system and
the technologies used by the system to protect confidential
information during a transaction. In the same way, the security
feedback must to include elements that makes easier the direct
operation and use of the available security features. We propose
a library of User Interface Patterns bearing in mind the HCI-S cri-
teria, intended to design a usable security information feedback
(Fig. 3).

The classification proposed is divided in the following levels
which are oriented to represent the basic aspects to handle a Ul:

o Informative Feedback: This level includes the Ul patterns use-
ful to present information about: available security features, the
correct way to use these features, detection of threats, and inter-
nal status of the system. In the same way, in this level is consid-
ered the request of complementary information about detected
threats or related with other security aspects.

« Interaction Feedback: This level brings together the interaction
forms useful to establish the feedback’s navigation and opera-
tion. This level includes Ul patterns needed to create feedback
to enabling or disabling security features, and interaction forms
to present suggestions of actions to follow when some security
threat is detected.

o Interactive Feedback: This level includes the Ul patterns to
specify the security feedback needed to convey information to
the end user when the elements of the interface are handled
by means of the mouse or the keyboard. We incorporate auditive
feedback in the first level to enhance the visual notifications
considering the sonification prototype proposed in [16]. This
prototype establishes a relationship between five potential
threats and a specific animal sound effect in order to identify
easier a specific threat. In addition, we complement the Sonifica-
tion of threats prototype [16], assigning a specific colour to each
threat under consideration, and bearing in mind the following
colour scheme (see Table 2).

The classification of colours presented in Table 2 corresponds to
a particular action to follow by users: Immediate response, provide
a suggestion, and provide information. Additionally, we establish a
priority for the notifications considering visual feedback based on
colours to complement the Sonification prototype of Garcia-Ruiz

J. Muiioz-Arteaga et al./Advances in Engineering Software 40 (2009) 1231-1241

Table 2

Colours scheme for visual notifications.

Colour Meaning Activity

Blue Information Provide information

Green Access Provide information

Yellow Warning Provide information and suggestion
Gold Error warming Provide information and suggestion
Orange Emergency Provide suggestion

Red Danger Quick response

Vermilion Critical Immediate response

Table 3

Enhanced Sonification prototype with visual feedback.

Colour Sound effect Activity
Yellow Frog guess
Gold Cat rep
Orange Horse rsh

Red Cock rlogin
Vermilion Bird port-scan

et al. [16], we assign a specific colour to each of the five potential
threats considered in [16]. The relation of colour, sound effect,
and detected threat is presented in Table 3.

The assignment of colours to the threats was performed consid-
ering the risk of the threats, as described in [12].

1. Guessing Threat: Here the intruder tries to guess the password
that protects the computer network in order to gain access to it
(e.g., guess).

2. Spoofing threat: The goal of this threat is to usurp an autho-
rized IP address to gain unauthorized access to the victim’s sys-
tem. The IP spoofing threat is often wused against
communication services taking advantage of their security vul-
nerabilities (e.g., rsh, rlogin, and rcp threats). This allows the
intruder to hide the origin of the threat (typically used in
denial-of-service threats).

. Scanning Threat: The intruder probes different ports of the vic-
tim’s system to find some vulnerable points from where they
can launch other threats, (e.g., ICMP threats).

w

The Scanning and Spoofing attacks may be considered more ris-
ky, because they typically represent the preface for other attacks.

System's se curity tasks.
System Sys"ft v d by th st
Outlook ecur,fy eatures used by the system.
Security features used by the user,
Inform ative Additional {_:: General notifications about security.
Feedback Feedback Detailed notifications about security.
Auditive <: Immediate notifications.
Feedback Redundant notifications.
Seni _<: Enable of services
ervices
Disable of Senices,
Fatterns to Direct access to Ul components.
Design Security Interaction R .
Havigation Indirect access to Ul components.
Infarmation Feedback 8 . P
Feedback Sequential access to Ul components.
) Informative dialogues,
Dialogues )
Suggestive dialogues.
N _<: Localization of specific areas,
couracy . -~
Interactive < Rastricted areas notification.
Feedback
eedba Contextual ——— Quidk description of Ul components.

Fig. 3. Classification of audiovisual User Interface Patterns.



Table 4

J. Mufioz-Arteaga et al./Advances in Engineering Software 40 (2009) 1231-1241

Description of the User Interface Patterns included in the library proposed.

1235

Informative Feedback - System Outlook

Pattern’s Name: System’s security tasks.

= Problem: How to inform users about the security tasks performed by the system during an information transaction?

= Context: The interface must to inform users about the security activities realized by the system to protect confidential
information during a specific transaction. These notifications must be showed avoiding complicate sentences, and the use of
technical terms.

* Motivation: It is possible to increase trust in a system, if the user knows the activities performed to keep secure all the
confidential information.

= Solution: The users could be notified about the system’s security tasks by means of simple text messages without technical
terms. These messages could be reinforced with images, pictures or others visual notifications.

Example: Some system security tasks notifications combining text, images, and real World metaphors.

Security Module: ACTIVE. K A security threat was detected and neutralized by
the Security Module.

Notification of two different security tasks performed by the system.

Your infarmation has been protected

Pattern’s Name: Security features used by the system.

= Problem: How to inform users about the security features used by the system during an information transaction?

* Context: The interface must notify users about the security technologies activated by the system to protect confidential
information during a specific transaction. These notifications must be shown avoiding complicate sentences, and the use of
technical terms.

= Motivation: It is possible to increase trust in some system, if the user is informed about the technologies used by the system to
keep secure all the confidential information.

* Solution: The users could be notified by means of a specific panel that shows active and non-active security technologies.

Example: Notification about the active security scheme’s elements using a specific panel and logotypes.

ENABLED

Security Technologies
avallable in the system

Pattern’s Name: Security features used by the user.

= Problem: How to inform users about the security features used by She/He during an information transaction?

= Context: The interface must to notify users about the security technologies activated additionally by She/He to protect
confidential information during a specific transaction. These notifications must be presented avoiding complicate sentences,
and the use of technical terms.

= Motivation: It is possible to increase trust in some system, if the user is informed about the technologies used by She/He to
keep secure all the confidential information.

= Solution: The users could be notified by means of a specific panel that shows those security technologies selected and
activated by the user.

Example: Notification about the security scheme’s elements activated by the user. Bearing in mind the previous example, the new

element was activated when user select it from the logotype’s list using the mouse.

ENABLED

Security Technologies
available in the system

Informative Feedback - C y Feedback

Pattern’s Name: General notifications about security.

= Problem: How to inform users about the general state of the system during an information transaction?

= Context: The interface must to provide the necessary information about its internal state. These notifications must be showed
to the users avoiding complicate sentences, and the use of technical terms.

= Motivation: If the users are informed about the internal state of the system during a transaction the trust environment could be
enhanced.

= Solution: The users could be notified through messages, images, real world metaphors, combination of colours, among other
visual feedback, always considering a minimalist and aesthetic design.

Example: Some notifications about the general state of the system.

Using specific colours

8

Using real-world metaphors Using text messages without technical terms

Pattern’s Name: Detailed notifications about security.

= Problem: How to permit the user to get specific information about the security of the system?

= Context: The interface must to provide options to obtain detailed information about the system for general or specific topics.

= Motivation: This alternative avoids showing irrelevant information through the interface, reducing space, and contributing to
maintain an aesthetic design.

= Solution: Including in the notifications presented to the end users e-mail links to obtain specific information about the security
features of the system, and detected threats.

Example: Three suggestions to present users the option to obtain detailed information by e-mail.

] B4 Formore detailed information send us an e-mail.

c
Pattern’s Name: Immediate notifications.

= Problem: How to inform to the end user about a detected threat?

= Context: The interface must to notify users about the internal state of the system in a quick and efficient way.

= Motivation: If the users are informed immediately about some detected threat the possibilities to mitigate it are increased.

= Solution: An additional feedback form could enhance the visual notifications and inform users in a quick manner.

Example: In this case, we present two examples of the combination of auditive and visual feedback. We establish a specific
relation between an animal sound effect, a colour, and a specific threat (see Subsection 4.1).

The Secure Transaction Module is ACTIVE @

Cat sound-effect — gold colour— “rcp” threat. Frog sound-effect — yellow colour— “guess” threat.

The Secure Transaction Module is ACTIVE

Pattern’s Name: Redundant notifications.

(continued on next page)
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Table 4 (continued)

® Problem: How to maintain informed users about some detected threat?

= Context: Some users need redundant information about the internal state of the system.

= Motivation: Showing redundant notifications (in restraint) the users will be correctly informed about some detected threat.

= Solution: The users could be notified through messages, images, real world metaphors, combination of colours, among other
visual feedback which stand visible through user considers the suggestions provided.

Example: In this case we present the notification of “guess” threat detection, using colours, text messages, images, and dialogues

and considering the relation presented in Table 3.

Using real-world metaphors  Using text messages Using colours Using dialogues with options

Interaction Feedback — Services

WARNING!

D# MISCK My b I pOgress
you Cancel your infor mation

Cancel Continue More info

Pattern’s Name: Disable of services.

= Problem: How to give to the end users more control over the system?

= Context: Sometimes the security technologies make slower a particular transaction.

= Motivation: If the system provide options to able and disable specific security features, user could have a feeling of more
control over the system.

= Solution: Including options to disable the security features or to continue using it.

Example: Options to able and disable specific security features.

Continue Disable it Hare info

Interaction Feedback — Navigation

Pattern’s Name: Direct access to Ul components.

= Problem: How to facilitate to the end users the access to the elements of the interface?

= Context: The system must to provide to users a quick an easy access to the elements of the complete interface.

= Motivation: An easy and quick access to the elements of the interface in any system is very important. Accessibility
represents an essential topic in usability.

= Solution: By means of a minimalist and aesthetic design it is possible to keep accessible all the security elements, including
those disabled.

Example: Presentation of security feedback to notify about the available security technologies.

Additional indicators

Active the security module again More info |

Pattern’s Name: Indirect access to UI components.

= Problem: How to facilitate to the end users the access to features of the system necessarily presented in additional screens?

= Context: The system must to provide to users a quick an easy access to the external features available or used by the system.

= Motivation: An easy and quick access to external features could to increase the trust of the user in the system.

= Solution: By means of a panel that list those security features used by the system. The panel must allow the access to these
technologies.

Example: Options to accessing external features available in the system.

k BACTIVAS
Vecnsopio as segurges)
shoppinageart [ <,

Options to accessing external features

Pattern’s Name: Sequential access to Ul components.

= Problem: How to facilitate to the end users the access to features of the system presented in previous screens?

= Context: The system must to provide to users the navigation between screens in an agile and easy manner, considering a
logical and continuous sequence.

= Motivation: An easy and quick access to the all the elements and features of the system represents a very favorable
experience for the user.

= Solution: Including a simple navigator in the user interface.

Example: A classical navigator enhanced with messages that appear when user select an option with the mouse.

(continued on next page)
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Table 4 (continued)

[<€, eq PP ppi]
Return to previous screen

Interaction Feedback — Dial

Pattern’s Name: Informative dialogues.

= Problem: How to makes easier the showing of notifications about some detected threat?

= Context: The system must to inform users about the internal state of the system in a quick and easy to understand manner.

= Motivation: Avoiding technical terms and irrelevant information in all the notifications the number of errors (caused by users
when a security notification is ignored or misunderstood) could be reduced.

* Solution: By means of simple and specific m the users could be notified about the internal state of the system.

Example: Notification about the internal state of the system using text messages enhanced with images and real world metaphors.

T
R =
o S ornal

|Cki to Verify - This site has chosen & VeriSign 5L ]
[Certificate to Ergeove Web ske securty

Hemict jeplash. [ bainmWWW. VER IZONWIRELESS COMBlarng=en

Pattern’s Name: Suggestive dialogues.

= Problem: How to facilitate the interpretation of a security alert and the reduction of damages caused by some detected threat?

= Context: The system must to provide users suggested actions to follow to mitigate the damages caused for some detected
security threat.

= Motivation: A suggested action represents a contribution to reduce misunderstands and makes easier the decision making.

= Solution: By means of specific messages (without technical terms or irrelevant information) the users could be notified about
the internal state of the system. The n must include suggested actions to follow in case of eventuallity.

Example: Security notification by means of a dialogue box that includes a simple text message, suggested actions to follow.

File Edit “iew Favorites Tools Help

' " . " | 4 30 = v b Page - =
W P Re: Nuevo avance Tesis - .., | "1 & = i Fage

& To help protect your security, Internet Explorer blocked this site from downloading files to x
|___your computer. Click here for options. ..

Interactive Feedback — Precision

Pattern’s Name: Localization of specific areas.

= Problem: How to indicate to the end user the limits of specific elements of the interface?

= Context: The system must to indicate clearly those elements in the interface that belongs to system’s security, and to provide
an appropriated access to these elements.

= Motivation: An adequate distinction of the security elements could to speed up the localization of specific elements of the
interface.

= Solution: Changes in the shape of the mouse’s cursor is a good alternative to notify about the frontiers between the different

lements of the interface. It could be enhanced including text
Example: Notification of localization by means of a change in the mouse’s shape enhanced with a message visible when the user
points the mouse over a specific element of the interface.

8 8
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Pattern’s Name: Restricted areas notification.

= Problem: How to notify users about the restricted areas in the system?

= Context: The system must to inform users the limits established for specific elements in the interface. This notification must
to be made in a very kind manner.

= Motivation: An adequate feedback makes easier the introduction of restrictive messages.

= Solution: Changes in the shape of the mouse’s cursor is a good alternative to notify about the restricted elements of the
interface. Additionally, with a touch of humor could be used (in moderation). See previous example.

Contextual

Pattern’s Name: Quick description of UI components.

= Problem: How to provide to the end users basic information about specific security information feedback elements?

= Context: The system must to inform about which elements of the interface belongs to the security scheme.

= Motivation: These notifications could to reduce errors related with security and contribute to establish a trusted environment.

= Solution: Using messages visible when the user points the mouse over a specific security element.

Example: Notification by means of messages visible when the user points the mouse over a specific security element.

TRUSTe

‘“T‘RUST& - Make Privacy Your Choice li

For that reason, we assign red tones to these threats (see Table 2). It is important to mention that association sound-threat pro-
It is important to mention that the five potential threats considered posed in [16] is oriented to be useful for network administrators,
in [16] are specified in a network log. This log file is available pub- specifically to notify about malicious attacks either in real time

licly and was generated by DARPA [11]. or during the analysis of network logs, in forensics. We consider
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this relation like a starting point to establish other relations be-
tween sounds and threats (see Section 7).

4.2. Outlook of the proposed User Interface Patterns

In order to present a general view of the proposed pattern’s li-
brary, we define the User Interface Patterns presented in Fig. 3,
considering the Gamma’s format, including a possible recurrent
problem, the context, a motivation, and a suggested solution of-
fered by the patterns (Table 4). We have several previous experi-
ences acquired in order to discover the proposed patterns, two
examples of prior versions are presented in [24,25]. All versions
were constructed bearing in mind important researches, i.e. [23].

5. Laboratory study

Following the methodologies for usability tests presented in the
literature [6,7,16]; we conducted a case study in order to evaluate
the usability level of specific security information feedback de-
signed applying the proposed User Interface Patterns (see Fig. 3).
In general terms this study consists of having users filling a typical
e-commerce formulary of personal information. The participants
must follow security information feedback presented through the
interface. The security feedback was designed applying the inter-
face patterns proposed (see Fig. 3). We consider the following fac-
tors during the laboratory study:

o Participants: We recruit fifteen participants, consisting eight
women and seven men varied in different ages from 22 to 54.
The participants are common final users, graduates in areas
including medicine, business administration, and computer sci-
ence. Only four participants (three women and one man) are
computer science graduates and have experience in the use of
security and notification systems, the rest of the participants
are novices in this topic.

o Apparatus: We designed an e-commerce form and a set of secu-
rity information feedback generated by means of the specifica-
tion of the proposed patterns, including auditive and visual
notifications. This prototype was created using the Java Studio
Creator 2 Update 1 Free version (http://developers.sun.com/
jscreator/downloads/).

o Training materials: We presented participants with a two
pages document on how to use the prototype, the paper
included: The objective of the experiment, a brief introduction
to the experiment, and a set of activities to realize during the
experiment. Note: None of the information related with the
use and interpretation of the security notifications and security
concepts was shown to the participants in said paper.

e Tasks: Participants accessed the prototype and follow the sug-
gested actions and options presented during the use of the pro-
totype. Subsequently, participants answered a questionnaire
related with the usability of the security information feedback
presented by means of the prototype.

We consider the five potential threats (guess attack, rsh attack,
and rcp attack) described in Section 4. The security feedback was
designed bearing in mind the specification of the proposed User
Interface Patterns presented in Table 4. To provide a general view
of the prototype used for this experiment we present the following
graphical examples (see Figs. 4 and 5) and its textual explanation.

o Pattern’s Name: Security features used by the system, System’s
security tasks, and Enable/Disable all the security features.

e Problem: How to convey the security features of the web-ser-
vice clearly?
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Fig. 4. A green colour is used in the frame and in the traffic lights to indicate the
users that the system is protected (Application of the design pattern “Security
features used by the system”). The text “The Secure Transaction is ACTIVE” is always
visible, being other form to notify about the internal state of the system
(Application of the design pattern “System’s security tasks”). In the same way, a
message is presented in a dialogue box that also includes the option to disable the
security module or to continue using it giving the user more control over the system
(Application of the design pattern “Enable/Disable all the security features”).
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Fig. 5. This figure shows the appearance of the Ul when a “guess” potential threat is
detected, in this case, a frog sound is generated (a frog sound is mapped to this
threat, see Table 3), yellow colour is used in the frame and in the traffic lights
(Application of the design pattern “Immediate notification of threats”). Immediately,
the interface presents a message in a dialogue box that includes the options
“Cancel” and “More Information” (Application of the design pattern “Dialogue with
suggested actions to follow”). At the same time, the dialogue shows a frog picture at
the top right corner of the screen. In this dialogue was considered a specific threat-
colour-sound-picture relation (see Table 3).

e Solution: Using an image of traffic lights and the message “The
Security Module is ACTIVE” the users will be alerted about the
protection of the system. Fig. 4 presents a graphical example.

e Pattern’s Name: Dialogues with suggested actions to follow,
and immediate notification of threats.

e Problem: How to present a clear visibility of the system status?

e Solution: By means of changing the color of the interface’s
frame and the traffic lights, a sound alarm, and a specific mes-
sage (without technical terms or irrelevant information) the
users will be notified about the internal state of the system.
The messages include a suggested action to prevent or mitigate
the damage caused by the threat, and also, as well as a link to
obtain additional information.

After using the prototype, we presented to the participants the
following questionnaire which is based on the HCI-S design/evalu-
ation criteria:


http://developers.sun.com/jscreator/downloads/
http://developers.sun.com/jscreator/downloads/
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(1) The notifications of security, presented throughout the fill-
ing of the formulary, were designed in order to be enough
detailed but simple. From your own point of view, to what
extent was this criterion respected?

(2) Did the notifications presented throughout the filling of the
formulary provide an understandable and clear view-point
about the state of the system?

(3) Did both the layout of the information about security and
the options included in the design of the notifications make
easier their use and understand?

(4) Did the notifications presented throughout the filling of the
formulary suitably provide information about the security
features available in the prototype?

(5) Did the notifications presented throughout the filling of the
formulary provide an easy use of the security features
available?

(6) Did the notifications presented throughout the filling of the
formulary make you trust in the system?

(7) Do you consider that the design concepts, applied to gener-
ate the security information feedback, could help e-com-
merce sites users to understand easily important security
concepts, in order to reduce security mistakes, and result
in a trusted environment?

5.1. Data analysis

The participants answered the questionnaire with the tendency
showed in Fig. 6. Each question had six possible answers: Strongly
agree, agree, do not know, disagree, strongly disagree, unable to as-
sess. In order to show the tendency of the participants we assign a
specific color to each answer. In example for Question 4: Eleven
participants selects the option “Strongly Agree”, two selects the
option “Agree”, one selects the option “Do not Know”, and one se-
lects the option “Disagree”.

The following points can be inferred from analyzing the result
data:

e The auditive alerts combined with visual feedback results in a
very useful notification method for users informing to them
about the internal state of the system in a quick and adequate
way.

e The use of animal sound effects results in a friendly and very
useful form of security notification for the users. Nevertheless,
using other animal sounds effects like a tiger's roar the user
could easier become aware of a dangerous threat detected.

e The auditive alerts combined with visual feedback makes easier
to the users the comprehension of important security notifica-
tions about the internal state of the system.

15
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Fig. 6. Tendency of the participant’s opinion.

e The application of the proposed set of patterns permits to
achieve a usable security information feedback combining audi-
tive and visual notifications.

e The design solutions and specification offered by the proposed
set of patterns may result in a trusted environment.

e The security information feedback designed by applying the pat-
terns proposed, is detailed enough but concrete.

In general terms, we believe that the design solutions and spec-
ification offered by the proposed set of patterns may increase the
usability of security notifications presented to the end user. The
design concepts of the patterns proposed, allows an appropriate
conveying of security information to end users by means of the
UrI's elements. The use of the proposed set of patterns result in a
well designed security information feedback combining auditive
and visual notifications. The auditive-visual sensorial correlation
represents a powerful alternative to reduce possible errors caused
by end users when a security notification is ignored or
misunderstood.

In addition, with the security feedback designed for this study
case also was considered and covered the following HCI-S design
criteria:

1. Learnability: The Ul is easy to learn and friendly because the
use of colors in the frame that notify about some threat
detected and the use of real-world metaphors such as traffic
lights. The Ul also uses animal sound effects to distinguish
among detected threats, and an image of the animal related
with the threat type and the sound effect is presented at the
top right corner of the screen.

2. Aesthetic and minimalist design: The Ul informs about the
security features available and when they are being used, show-
ing only relevant information in the messages and notifications
of the security features, maintaining a simple design. The rela-
tion between sounds and threats make easier the distinction
among detected threats, and the color of the interface’s frame
and the traffic lights complement an easy to use interface.

3. Trust: The interface may to achieve that the user trust in a sys-
tem, through adequate notifications, and clear suggested
actions to prevent or mitigate the damage caused by the threat.
The users know, by means of the interface’s elements, that their
information has being protected by the security features of the
system.

6. Related work

In this section we present some of the most significant related
work. We use the following criteria to identify advantages and dis-
advantages of our research: Proposal of a usable security informa-
tion feedback, presentation of security aspects to the users,
consideration of HCI-S design’s criteria, and consideration of more
than a sensory channel. We have considered the research works of:
Rode et al. [28], Yurcik et al. [29], Cranor [9] and Cranor and Gar-
finkel [10], Ka-Ping [20], and McCrickard et al. [22] (see Table 5).

Table 5 illustrates the criteria performed by each research work.
The focus of [28] has been on providing final users with informa-
tion they can use to understand the implications of their interac-
tions with a system, as well as assessing the security of a system.

The authors have been exploring two design principles for se-
cure interaction: visualizing system activity and integrating config-
uration and action. The research shows a very good design
strategy, but they are not consider the HCI-S design criteria, or
the incorporation of sonification, which may complement this re-
search. Similarly the work of Yurcik et al. [29] try to facilitate
the realization of specific activities related to security by means
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Table 5

Comparison of research works.

Researches Criteria
Proposal of a usable security Presentation of security Consideration HCI-S Consideration of more than
information feedback aspects to the users design’s criteria a sensory channel

Rode et al. [23] - -

Yurcik et al. [29]

Cranor [9]; Cranor et al. [10]
Ka-Ping [20]

McCrickard et al. [22]
Current work

XXX X X X
XX X X X X

of simple instructions and suggestions offered to the users through
the interface elements. The research works presented in [9,10] pro-
pose a very interesting strategy to facilitate the creation of simple
interfaces, easy to understand and use by users, emphasizing some
challenges that face the designers during the development process
of security and privacy software configuration options. The objec-
tive of the research presented by Cranor and Garfinkel [10] is very
similar to the goal of our work; nevertheless, in [10] are not consid-
ered auditive notifications or an additional feedback form. In the
same way, the incorporation of the HCI-S criteria is not included.
The research of Ka-Ping [20] consists of the proposal of a model
of 10 points to represent the interaction of the users with secure
systems. The model is based on actors and their abilities, and pro-
vides the actors some authority to assist users determining
whether a particular action is secure or not. In a similar way, McC-
rickard et al. [22] propose a very interesting strategy to design and
evaluate usable feedback, but do not considered the application of
the HCI-S design criteria and the incorporation of sonification. In
general terms, we believe that, the application of the new HCI-S
criteria, and the incorporation of sonification, may increase the
usability of the works mentioned above. With the research work
presented in this paper we try to perform the four comparison cri-
teria (Table 5), and thus provide a complement for other research
works.

7. Concluding remarks and future work

Bearing in mind previous works, such as those described in
[13,18,20,28,29], we present a methodology intended to facilitate
the way some security aspects are conveyed to the end user. We
generate a non-exhaustive classification of information security
feedback based on User Interface Patterns. With the proposed clas-
sification, it is possible to achieve an appropriate feedback through
the elements of the interface by means of visual and auditive noti-
fications about information related to the security and the internal
state of a particular on-line system. Similarly, the User Interface
Patterns are oriented to designing and generating information
security feedback easy to understand and interpret by users with
different levels of experience and backgrounds (experts, advanced,
and beginners) avoiding, as much as possible, the use of technical
terms. We consider that specific audiovisual notifications using
intuitive elements designed by means of our guidelines application
may represent a very good way to notify users about the security
and the internal state of a specific web-service.

There are several aspects to explore as future work, such as the
establishment of additional relationships between sounds and
threats considering its dangerousness, i.e. using a panther’s roar
to notify users about a very dangerous threat. In the same way, it
is necessary to perform a number of usability studies that consider
enhanced evaluation methods, actually we recently create a proto-
type metrics based instrument oriented to complement and for-
mally evaluate our proposal. In the near future, we also would
like to investigate how other interaction modalities (e.g., speech,

or haptic feedback) could complement or supplement the existing
ways to provide feedback to the end users.
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