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Abstract

In order to design a user interface of a secure
interactive application, a method is provided to
designers with guidance in designing an adequate
security information feedback using a library of user
interface design patterns integrating security and
usability. The resulting feedback is then evaluated
against a set of design/evaluation criteria called
Human-Computer Interaction for Security (HCI-S). In
this way, notifications combining two or more channels
required to achieve an effective feedback in case of a
security issue are explicitly incorporated in the
development life cycle. With this proposal we intend to
complement previous efforts finding equilibrium
between usability and security for interactive web
applications.

1. Introduction

The term “feedback” is often referred as any form
of communication directed from a system towards the
user. In a similar way, information security feedback is
any information related with the system’s security
conveyed to the end user. This information must to be
shown in an adequate manner to the final user. A good
alternative to generating a well designed information
security feedback consist in applying design patterns,
because it is well known that a pattern represents a
proven solution for a recurrent problem within a
certain environment. From a computer science
perspective, Human-Computer Interaction (HCI) deals
with the interaction between one or more users and one
or more computers using the User Interface (UI) of a
program [21]. The concepts of traditional HCI can be
used to design the interface or improve some interface
currently available, considering aspects such as
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usability. Usability determines the ease of use of a
specific technology, the level of effectiveness of the
technology according to the user’s needs, and the
satisfaction of the user with the results obtained by
using of a specific technology to perform specific
tasks.

Security HCI (HCI-S) has recently being introduced
[14] to reflect the need to explicitly support security in
the UI development life cycle. The concept of HCI-S
modifies and adapts the concepts of the traditional HCI
to focus in aspects of security and to find how to
improve security through the elements of the interface.
A standard definition of HCI-S is inexistent in the
current literature. Therefore, we use the definition
proposed in [14] which textually reads “The part of a
user interface which is responsible for establishing the
common ground between a user and the security
features of a system. HCI-S is human computer
interaction applied in the area of computer security”.
According with Johnston et al. [14], HCI-S deals with
how the security features of the Ul can be as friendly
and intuitive as possible, because the easier a system is
to use, the less likely the user will be to make a mistake
or to try to bypass the security feature obtaining most
reliability in the system or in the security technology.

Our contribution consists of a set of design patterns
to design usable information security feedback
combining the concept of user interface patterns and
HCI-S criteria. We create a basic model to exemplify
the presentation of information security feedback to the
end user when a threat is detected. Our model is
divided into three stages (Figure 1): first, an additional
notification form is triggered to notify end user about
some security threat, possibly augmented with auditive
notifications or any other kind of feedback; then, the
visual feedback is effectively designed based on the
design patterns that are explicitly based on HCI-S
criteria; finally, the feedback is composed.
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Figure 1. Audiovisual feedback when a threat is
detected.

Using auditive notification like additional feedback
benefits from the following advantages versus those
alerts that do not combine visual and auditive channels:
e A sound may be more interruptive than other types

of alerts, this combined with some specific colors

and images may represent a very good way to notify
users about some attack or error detected, and

permits an efficient sensorial correlation [12].

e Auditive feedback, in theory, should permit to

assign a specific sound to a specific threat [12].

e A particular sound may be identified by the users in

a set of auditive alarms [12].

So far, the importance of integrating security and
usability in the UI development life cycle has been
widely recognized [3,11,14] both from the user studies
point of view [13] and the usability challenges posed
by this integration [18]. Despite this recognition, there
is little or no attempt to integrate those two factors into
a single design method. Some guidelines,
recommendations, and best practices exist [3,6,9,19],
but their effective integration remains the designer’s
responsibility.

In order to address this shortcoming, this paper
introduces a method for designing usable user feedback
based on user interface design patterns. The remaining
of this paper is organized as follows. Section 2
explains the HCI-S design/evaluation criteria. Section
3 describes the general problem within the framework
of our research work. Section 4 defines the steps of the
method for designing information security feedback
that is further applied in a case study in Section 5.
Section 6 locates this work with respect to the state of
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the art. Section 7 summarizes our concluding remarks

and provides some avenues for future work.

2. HCI-S Design/Evaluation Criteria

For a successful application of the HCI-S’s

concepts, it is necessary to consider the design criteria
proposed by Johnston et al. [14]. These -criteria
facilitate developing usable interfaces that are used in a
security environment, based on Nielsen’s heuristics
traditionally used for heuristic evaluation [13].

Visibility of system status: The interface must
inform the user about the internal state of the system
(e.g., using messages to indicate that a security
feature is active, etc.). The warning or error
messages must be detailed but specific including a
suggested corrective action for some security
problem, and links to obtain additional information
or external assistance.

Aesthetic and minimalist design: Only relevant
security information should be displayed. The user
must not be saturated with information and options,
and the interface must avoid the use of technical
terms as much as possible. The security interface
must be simple and easy to use, maintaining a
minimalist design.

Satisfaction: The security activities must be easy to
realize and understand. Without the use of technical
terms in the information showed to the user, in
some cases, it is convenient to use humor situations
or figures to present important security concepts to
the user in an entertaining manner.

Convey features: The interface needs to convey the
available security features to the user clearly and
appropriately; a good way to do it is by using
figures or pictures.

Learnability: The interface needs to be as non-
threatening and easy to learn as possible; it may be
accomplished using real-world metaphors, or
pictures of keys and padlocks. The meaning of these
metaphors may be incorporated to the security
interface indicating users how to use the specific
security features in an easier and friendlier way.
Trust: It is essential for the user to trust the system.
This is particularly important in a security
environment. The successful application of the
previous criteria should typically result in a trusted
environment. The concept of trust can be adapted
for the HCI-S criteria of trust [9] to “the belief, or
willingness to believe, of a user in the security of a
computer system.” The degree of trust that users
have in a system will determine how they use it. For
example, a user that does not trust a web site will
not supply their credit card details.



3. Problem outline

We believe that usable security information
feedback could reduce possible errors caused by end
users when important notifications are ignored,
nevertheless the most of the designers or/and
programmers do not consider the available design
criteria because their application is frequently complex
and the criteria are not specified enough [5,6,8,15].
Another problem may be the insufficient consideration
of the end wusers by the current web services
specifications (i.e. WS-Security specification) [22].
These problems could be mitigated by means of
including HCI-S criteria like patterns in WS-Security
specification.

Braz et al. [2] demonstrated the importance of
finding equilibrium between security and usability.
Nevertheless most of the security researches not
consider usability topics during its development, for
this reason it is necessary to provide a support for
security, by means of design criteria and guides based
on usability and ergonomic principles. According to
Atoyan [1], such design rules must be considered
during the design of trust systems to increase its proper
use and interpretation.

It is necessary an adequate feedback to reduce the
possibility that the end users misunderstand security
notifications or other information related with the
internal state of the system [5,13,20].

Our proposal is oriented towards the design of a
usable security information feedback for secure web-
services. In addition, the proposal may complement
previous efforts by including the new HCI-S criteria
like design patterns.

4. Classification of

design patterns

security feedback

It is well known that secure web services must to
keep informed to end user about the internal state of
the system and the technologies used by the system to
protect confidential information during a transaction.
In the same way, the security feedback must to include
elements that makes easier the direct operation and use
of the available security features. We propose a
classification of interactive patterns based on HCI-S
criteria intended to design a usable security
information feedback (Figure 2).

System's security tasks
System é& Security features used by the system
Outlook Security features used by the user
Informative
General
Feedback Detailed
Complementary etal e.
Feedback Immediate
Redundant
Enable
Services <: Disable
Security . Direct
; Interaction N .
Information Navigation Indirect
Feedback Feedback
sedbac Sequential
<: Informative
Dialogues Suggestive
<: Localization
Interactive <’: Accuracy Restricted areas
JLLLLLE, Contextual ——— Descriptive

Figure 2. Classification of security feedback

design patterns for interactive web applications.
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The classification proposed is divided in the
following levels which are oriented to represent the
basic aspects to handle a UI (User Interface):
¢ Informative Feedback: This level includes the

design patterns useful to present information about:
available security features, the correct way to use
these features, detection of threats, and internal
status of the system. In the same way, in this level is
considered the request of complementary
information about detected threats or related with
other security aspects.

o Interaction Feedback: This level brings together
the interaction forms useful to establish the
feedback’s navigation and operation. This level
includes design patterns needed to create feedback
to enabling or disabling security features, and
interaction forms to present suggestions of actions
to follow when some security threat is detected.

e Interactive Feedback: This level includes the
design patterns to specify the security feedback
needed to convey information to the end user when
the elements of the interface are handled by means
of the mouse or the keyboard.

In order to provide a general view of the proposed
set of patterns we describe some of them in Table 1.
For this description we consider a suggested solution
offered by the patterns, and a possible recurrent

problem related.

Table 1. Description of some interactive patterns
included in the classification proposed.

Problem Solution Interactive
Pattern

How to By  giving in  the | Detailed
permit the notifications presented to | feedback
user to get the end wusers links to
specific obtain, by e-mail, specific
information | information about the
about the security ~ features,  the
security of detected threats, among
the system? | other security topics.
How to Using an additional | Immediate
inform to the | feedback form to enhance | notification
end user the visual notifications
about a established to inform about
detected detected threats.
threat?
How to By giving in specifics | Disable of
inform to give | notifications presented to | services.
to the end the end users the option to
users more disable the security
control over | features or to continue
the system? | using it.
How to By means of an minimalist | Direct
facilitate to and aesthetic design it is | navigation
the end users | possible to present, in an
the access to | adequate form, the security
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the elements

information feedback and

of the keep accessible and visible
interface? its active elements in the
interface.
How to By means of changes in the | Localization
indicate to shape of the mouse’s
the end user | cursor the end user may be
the limits of | informed about the
specific frontiers  between  the
elements of | elements of the system
the interface? | interface and the elements
of the security information
feedback.
How to Showing messages, | Descriptive
provide to the | without technical terms
end users and irrelevant information,
basic when the user pass the
information | mouse’s cursor over a
about specific | specific element of the
security security information
information | feedback.
feedback
elements?

5. Case study

In order to exemplify the application of the design
concepts offered by the set of patterns proposed we
consider the following scenario: It is required an Ul
that informs users, clearly, about detected threats, and
the security features available in a generic e-commerce
site. Furthermore, the security information feedback
must include suggested actions to avoid or mitigate the
damage caused by some detected threat, as well as
provide options to obtain additional information.

The e-commerce site of the DAN’S Comp store
(http://www.danscomp.com/) was used in this study
case just to provide an example. We show the possible
appearance of the site after the application of our
proposed set of patterns (see Table 2).

Table 2. Example for the application of the patterns
proposed.

Patterns: Security features used by the system, System’s
security tasks, and Enable/Disable all the security features.
Problem: How to convey the security features of the web
service clearly?

Solution: Using an image of traffic lights and the message
“The Security Module is ACTIVE” the users will be alerted
about the protection of the system. Figure 3 presents a
graphical example. A green color is used in the frame and in
the traffic lights to indicate the users that the system is
protected (Application of the design pattern “Security
features used by the system”). The text “The Secure
Transaction is ACTIVE” is always visible, being other form
to notify about the internal state of the system (Application
of the design pattern “System’s security tasks”). In the same
way, a message is presented in a dialogue box that also
includes the option to disable the security module or to




continue using it giving the user more control over the
system (Application of the design pattern “FEnable/Disable
all the security features™).
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Figure 3. Graphical example .

Patterns: Dialogues with suggested actions to follow, and
Immediate notification of threats.

Problem: How to present a clear visibility of the system
status?

Solution: By means of changing the color of the interface’s
frame and the traffic lights, a sound alarm, and a specific
message (without technical terms or irrelevant information)
the users will be notified about the internal state of the
system. The messages include a suggested action to prevent
or mitigate the damage caused by the attack, and also, as
well as a link to obtain additional information. Figure 4
shows the appearance of the Ul when a “guess” potential
attack is detected, in this case, yellow color is used in the
frame and in the traffic lights. The interface also presents a
message in a dialogue box that includes the options
“Cancel” and “More Information” (Application of the
design pattern “Dialogue with suggested actions to follow”).
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WARNING!

4 malicious guess type sitack may ke in progress,
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transaction

[ Update Your Profile__)

Return to store CHEGKOLT

Figure 4. Graphical example.
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6. Related Work

In this section we present some of the most
significant work related. We use the following criteria
to compare these researches in order to detect the
advantages and disadvantages between them and our
research:

e Proposal of a usable security information feedback.

e Presentation of security aspects to the users.

e Consideration HCI-S design’s criteria.

e Consideration of additional feedback forms to
reinforce visual notifications.

We have considered the research works of: Rode, J.
et al. [20], Yurcik, W. et al. [20], Cranor Faith, L.
[5,6], Ka-Ping, Y. [15], McCrickard, S. et al. [16].
Table 4 illustrates the criteria performed by each
research work.

The focus of Rode’s proposal [19] has been on
providing final users with information they can use to
understand the implications of their interactions with a
system, as well as assessing the security of a system.
The authors have been exploring two design principles
for secure interaction: visualizing system activity and
integrating configuration and action. The research
shows a very good design strategy. Similarly Yurcik et
al. [20] try to facilitate the realization of specific
activities related to security by means of simple
instructions and suggestions offered to the users
through the interface elements. Cranor [5,6] proposes a
very interesting strategy to facilitate the creation of
simple interfaces, easy to understand and use by users,
emphasizing some challenges that face the designers
during the development process of security and privacy
software configuration options. The research of Ka-
Ping, Y. [15], consists of the proposal of a model of 10
points to represent the interaction of the users with
secure systems. The model is based on actors and their
abilities, and provides the actors some authority to
assist users determining whether a particular action is
secure or not. McCrickard, S. et al. [16] propose a very
interesting strategy to design and evaluate usable
feedback, but do not considered the HCI-S criteria.

In general terms, we believe that, the incorporation
of HCI-S criteria like design patterns, and two or more
feedback forms, could enhance the usability in the
mentioned researches.

With the research work presented in this paper, we
try to perform the five comparative criteria (Table 3),
and thus provide a complement for other research
works.

7. Concluding remarks and future work

We present a first version of a non-exhaustive
classification of security feedback design patterns for



interactive web applications. Our proposal is intended
to facilitate the way some security aspects are
conveyed to the end user. With this alternative is
possible to achieve an appropriate feedback using HCI-
S design/evaluation criteria like patterns. Additionally,
the set of patterns proposed suggest the use of
additional feedback forms to increase the usability in
the feedback designed. In the same way, the security
feedback designed could be easily interpreted by users
with different experience and backgrounds (experts,
advanced, and beginners).

There are several aspects to explore as future work,
like increasing the number of elements of the
classification, and improving the classification, to be a
component of a formal specification for the feedback
of security information design. Also, it is necessary to
perform a number of usability studies that consider
aspects analyzed in research works such as those
presented in [3,16] to formally evaluate our proposal.

In the near future, we also would like to investigate
how other interaction modalities (e.g., sound, speech,
or haptic feedback) could complement or supplement
the existing ways to provide feedback to the end users.
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